
Tech Safety
Anti-virus:
What is anti-virus software?

•  Software to prevent attacks/ viruses

• Prevents, scans, detects, and deletes viruses

• Scans for files on computer and incoming files

• Some services include a VPN, firewall, and phishing protection

• Can block unauthorized websites to avoid being expose to threats

• Protects passwords

Paid options:

Deals as of July 2022

 $19.99 1st year -Norton Software for 2022 | Norton Products and Services
 $23.99 1st year-Discover Bitdefender Identity Theft Protection
  %23.99 1st year-The next-gen antivirus protection for all your devices - Panda Security

FREE- Windows Defender features:

• Virus and threat detection

• Quick scan/ scan options

• Firewall and network protections

• App and browser control

•  Device security/performance

How to scan with Windows Security:











Safe Practices:

• Email:

• Phishing- Individuals pose as an institution to get users to provide sensitive info

• Look for spelling/grammar errors

• Never open links/attachments from unknown emails

• Never login to websites from an email link

• Always go to a company’s website to get into account/ for a phone
number

• Every month around 1.5 million new phishing sites are set up.

• Be skeptical if there is a sense of urgency

Examples of phishing:





Browsing:

• Browsing:

• Only shop from reputable websites

• Avoid sharing personal info to anyone

• Be skeptical when any amount of money is involved

• “In 2020, people ages 50 and older lost a dizzying $1.8 billion to
online fraud.

• Be knowledgeable on common scams

• If skeptical of a scam, conduct a web search

• Create strong passwords with numbers, characters, and letters

• Avoid using the same password for everything



• Avoid accessing private information on a public network

Educate yourself on common scams:

Common Scams and Frauds | USAGov
Common scams include:

• Tech support scam: Criminals pose as technology support representatives and offer to
fix non-existent computer issues. The scammers gain remote access to victims’ devices
and sensitive information.

• Grandparent scam: Criminals pose as a relative—usually a child or grandchild—claiming
to be in immediate financial need.

• Government impersonation scam: Criminals pose as government employees and
threaten to arrest or prosecute victims unless they agree to provide funds or other
payments.

• Digital Kidnapping: Criminals either take over or threaten to take over your social media
account and threaten to post inappropriate/damaging material and demand payment.

• Fake charities: Scammers take advantage of natural disasters/ catastrophes and appear
to be a charity

Protect yourself from phishing- Microsoft: https://support.microsoft.com/en-
us/windows/protect-yourself-from-phishing-0c7ea947-ba98-3bd9-7184-430e1f860a44



How to download Windows updates:

• Updates are important to avoid crashes, bugs, and keep tight security

• Some updates require you to restart your laptop to finish

Steps:

1. Select the Start (Windows) button from the bottom-left corner.

2. Go to settings (gear icon).



3. Select the Update & Security icon

4. Choose the Windows Update tab in the left sidebar (circular arrows)



5. Click the Check for updates button. If there is an available update, it will begin
downloading automatically. 






